@ DRYICE iAutomate

Version 6.0.3

.

Getting Started Guide on GCP

s




@ DRYICE iAutormate

The data contained in this document shall not be disclosed and shall not be duplicated, used, or
disclosed in whole or in part for any purpose. If a contract is awarded to chosen parties as a result of
or in connection with the submission of this data, the client or prospective client shall have the right
to duplicate, use, or disclose this data to the extent provided in the contract. This restriction does not
limit the client’s or prospective client’s right to use the information contained in the data if it is
obtained from another source without restriction. The data subject to this restriction is contained in
all marked sheets.

HCL has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on
the HCL website at www.hcltech.com.

Copyright © 2021 HCL Technologies Limited. All rights reserved.



@ DRYICE iAutormate

1

H

6

7

Lo =] - Vo 9
0 R 0 = g o =To [ AU o [T=T o T TP 9
1 AN o To 1V} o d o T G101 =P PP 9
1.3 Related DOCUMENTS ....coiiuiiiiiiieiiiieetee ettt e s e e st e e s b e e e sbe e e sab e e s sab e e s enbeesenreesanes 10
N o 1V =T 0 o PP 10

TAUTOMAtE OVEIVIEW ....iieeuiiiiiiiniiiiiiiieiiiiiieiiiiiitieiiiitieeasiiiteeassiittesssisteesssiereessssesstssssssstesssssssesssssssessnnss 11

Lo =T =0 [T Rt 15

Launching iAutomate product from GCP Marketplace .......cccuuiiiiimeiiiiiieiiiiiteicinrceeccnneeeecesseenssesssennes 16

Pre-defined ConfigUrations ..........ciiiiieiiiiiiiiiiiicccirece e renescereennesessennssesssennsssssennsssssssnnssssssnnnns 26
5.1 Resetting Default User Credentials .........cooouuiie ittt e e e e e e 26

5.1.1 Login as Organization AdMIN ........ceiiiieciiiiiiiee ettt e e e e e eecee e e e e e e essnsaeeeeeeeaessesnssaaseseeseeessansnsnens 27

T 7 o =4[ W T YUY o 1T 2o Lo 1o SRR 29

Basic Manual ConfigUration ........ccccciiiiiiieiiiiiiiiicieieiercerreniereesereneserenssesensessnssssenssssnssesenssssnnsesenssanen 34
6.1  Create Data SOUICE ......ciiiiiiiiiiiiic e 34
0 A O == T U E] T 43

B.2.1 AT NEW USEI ..ttt ettt s et et s e e n e e s ae e e ne e sse e e s e e s e e e neesneeeneennneeane 44
(o T |V =Y o I U] a1 o YoTo] QKoo | EPS ST 46
SR Y/ oY F= == o (=T UL o o] Yol 0] o 1= USRNSSR 48
6.5 Release RUIE CONFIGUIALION .....ueviiiiiiiiiiiiieeie ettt e e e e e e e e e b bereeeseesesastaaaeeeeeseesensnnrreneaeeens 49
N I |V, =Y o I 21U 0] o Yo Yo ] <R PPP P 50
6.7 Build Model for ReCOMMENATION ....cccuviiiiiiiiiiieee e 53

ST R = 1011 o I 1Y/ T Yo L= PSPPSRSO PR PSP 54

SELUP ValIAAtION ...ccuuiieniiiiiiiiiiiiieeetieiettenieteaneetenneeennesrensesenssesenssessasessassessnsssssnsessnssessnsssssnsesensssssnssenen 56



@ DRYICE iAutomate Getting Started Guide on GCP

Table of Figures

Figure 1 - Search iAutomate on GCP Marketplace ........oeeeiieieiiiiiiee et e e e e e 16
Figure 2 - Select HCL DRYICE iAutomate from search results.........ccooocuiieeieciieic e 16
Figure 3 - Select HCL DRYICE iAutomate from search results..........coocuiieiciiieii e 17
Figure 4 - Deployment NAmME INPUL......ccueiiiiiee et e e e et e e e e e e et e e e e e eeeeessnnanaeeeeeaeeeaannsneseaeaeesannnns 17
Figure 5 - NetWork Zone SEIECTION .........eeeieieeee et e et e e e e e e e et aeeaeeeeeeeennneeneeeaeeaannnns 17
Figure 6 - Instance count details for all 4 VMs (Web, App, DB & RBE Ti€r )....ueieeeiuiieeeiciiiee e 19
Figure 7 - Web Tier Instance size (Customer environment type Small) .......ccccooeeiiiiiiiiiiiii e 19
Figure 8 — App and DB Tier Instance size (Customer environment type Small) .........ccccoreeiiiiieeiniiiineecnee, 20
Figure 9 — RBE Tier Instance size (Customer environment type Small)........cccceeiiiiiiiiiiiiie e, 20
Figure 10 — Disk type and size configurations for all 4 VMs (Web, App, DB & RBE Tier) .....cccccveeeerirverennnnne. 21
Figure 11 — Network Selection for 4 VMs ( Web, App, DB, and RBE Ti€r) .....cccceeeviurieeieiiiee e cieee e 21
Figure 12 — Sub-Network Selection for 4 VMs ( Web, App, DB and RBE tier) .......ccccovvvereeeieeieciiriereeeeeeeeenns 21
Figure 13 — HTTP and HTTPS traffic source IP range configuration.........ccccvveeieeeieiiciineeeeee e eecccrreeeeeeeeeeeens 22
Figure 14 - Non HTTP and HTTPS traffic port configuration reVieW .........ccceeeeeeeeiiicciiineeeeeeeee e 22
Figure 15 - Allow access of GCP APIs, accept GCP market terms of Service and Deploy.........ccccvvvveeeeeeeennne. 23
Figure 16 — DepPlOYMENT PrOSIESS FEVIEW ....ceeiiiiieiieirreeeeeeeeeieeiireereeeeeseesiesssaseeseeesessassssseseeseessemsssssssseesessennnns 23
Figure 17 — iAutomate application deployment log review on RBE SEIVEr .........ccccveeevecveeeeeiiveeeeeiieeee e 24
Figure 18 — Review VM details post completion of iAutomate deployment .........ccccvvveveeeieiiiiiiiieeeeeeeeeeens 24
Figure 19 — Post Installation — Copy the Internal IP for web tier maching..........ccooecvvvveeeeeiiiiiiiiiiereeeeeeeeens 25
Figure 20 — Access the DRYICE iAUTOMAte LOZIN SCrEEN .....coccuvvveeiieeeeeeeiiireeeee e e eeecerreeeeeeeesesanraeseeeeeeeeennns 25
Figure 21 - Access the DRYICE iAUtOMAtE LOZIN SCIEENM .....coicuvvreeiieeeeeeecitieeeeeeeeeeeeetrrereeeeeeeesnnsreeeeeeeeeennnns 27
FIZUIre 22 - PASSWOITA RESET SCIEEN .....cccuvvieeieeeeeieiiiirteeeeeeeeeseeisreeeeeeeessesisrsaseesseesesaassssssseeseeesensssssseeeeessennns 28
Figure 23 - iAutomate Login Screen — EmMail ID and PasSWOId ...........cooeeiiiuiieeeeeeieiiiiireeeeeeeeeeesinrneeeeeeeeeeennns 28

Copyright © 2021 HCL Technologies Limited 4|Page



@ DRYICE iAutomate Getting Started Guide on GCP

Figure 24 - IAUTOMATE WEICOME PAZE ....uviveiieiiiiieiciiieieeeee e e e eeeitttee e e e e e e e eeiabaaeeeeeeeeeesssssseeeeeeeesensssasseeeeessennnns 29
Figure 25 - iAutomate Login Page — SUPEIr AQMIN ....uuiiiiieiiieiciiieeee et e e e e e st e e e e e e e e ensaeaeeeeeeeeeans 30
Figure 26 - iAutomate Login Page — Super Admin (PassWord) .........coocuureeiiiiiieeeciiiiee e e e 30
Figure 27 - iAutomate Welcome Page — SUPEr AdMIN ....ccoieiieiiiiiiiee et eee e e e e e e e e sneaeneeeeeeeeeans 31
FIGUIE 28 = VeIITY USEI MOIB..cc.niiiiee ettt et e et e e et e e e e ata e e e e e aaeeeeseasaeeeeensaeeeeanseeeeennnees 31
Figure 29 - Password Reset — SUPEI AQMIN ..coiiiiiiiiiiiieeiee ettt ee e e e e e e e e e e e e s saaeaeeeeaeeseeannsaaseeaeeesannnns 32
Figure 30 - Confirmation — PassWOrd RESET.........uuiiiiiiiiie ettt ee e e et e e e e aane e e e e nae e e e eannes 32
FIGUIE 31 - IAUTOMATE LOZIN P ... uuuiuiiiuiiieiuitiuuertuetetetuueueseseeesesasesesesesesesesesesesesesesesesssssssssesssssssssssssnsssssssnnns 32!
FIGUIE 32 - CrEate Data SOUICE ..uuuuuiuiuuuuututuretuteuuseseuesesesssesesesesesssesssesssssssssssesssssssssssssssssssssssssssssssssssssssssssssnnns 34
Figure 33 - Create Data SOUICE (CONT.) cooiuiiiiiiiiiee ettt ettt e e et e e e e e e e e s earae e e e eanaeeeeeanseeeeeennens 35
Figure 34 - Create Data SOUICE (CONT.) .iiiiiiiiieiiiiee ettt et e e et e e e et e e e e e aae e e e e earaeeeeennaeeeeennseeeeeennnns 36
Figure 35 - CONNECTION DELAIIS....ciiiiiii e e e e e e e e e e e e e s eaetaeeeeeeeeeeannsnnaeeeeeeaaannns 37
Figure 36 - Request Authentication Parameters .........ueieieiiiei it e e e e e e e 38
Figure 37 - Mandatory Parameter IMapPing.......coocccuvrieeeeeeeeieciiieeeeeeeeeeeeitreeeeeeeeseseenssseeseeeeeesessnnsssseeeeessennnns 39
Figure 38 - Optional KEY ParamEers .......uueeeeiieiieiiiiiiieeeeeeeeeeeiiteeeeeeeeeeesibraeeeeeeeeeseessssaeeeeseeesensnnsssseeeeessennnns 39
Figure 39 - Release RUIES CONTIGUIAtION ....uveieiiiiiiiiiiiieeie ettt eeecree e e e e e e e e etnreereeeeeeeeennrnaseeeeeesennnns 40
FIgure 40 - URL Path ParamEters . ....ccoicciiuiieeieeeeeieiiiinteeeeeeeeeseeinreeeeeeeeesesiasssaseeeeessesaassssassseseessenssssssseseeessennns 41
Figure 41 — Key Parameters SAmpPle REGQUEST .......cccuvvvieiieiiieicciitiee ettt ee e e e e e e e etnrreeeeeeeeseensnnseeeeeesennnns 42
e ed U =R o A D - | = I Yo 10 | ol = X 42
Figure 43 - Data SOUICE LISt (CONT.) coeiieiiiiiieiiee e ettt e e et e e e e e e e e st raeeeeeeeeeseeasnsseeeeeeeesennnsasseeeeessennnns 43
Figure 44 - Manage ENtry Criteria....coeiiiiiiie e i eeeeecie e e et eeeee e e e e e et e eata e eeeeeeeeaasanaaaeseeessasssnnnaeeeeesenssnnnnnn 43
U R T U Y QY =T F= == = o R 43
FIUIE 46 - AU NEW USEI ....ueiiieeieieeeeeieiiteeeee e e e eeeiirteeeeeeseesetaaeeeeeeeeseesasstsaaeseseesesassssssssseesessenssssaseeeeessennns 44
FIUre 47 - SeleCt OrganizZatioN ..ueeiiiiiiieciiiieieee e eeccitee et e e e eeeeere et e e e eeeessstbareeeeeeeessassssaseeeesessensnssaseeeeessennnns 45
Figure 48 - Add NEW USEI (CONT.) tieiiiiieiiiriieiieeeeeieiiiirteeeeeeeeesesinreeeeeeeeseesiasssaseseeessesssssssseseeesessemsssssssesesessennns 45
Figure 49 - Add NEW USEI (CONT.) cieiiiiieiiiiiiieeeeeeieiiiirteeeeeeeeeseeinreeeeeeeeseesiastsaseeesessesasssssssseessessessnssssesesessennns 46

Copyright © 2021 HCL Technologies Limited 5|Page



@ DRYICE iAutomate Getting Started Guide on GCP

Figure 50 - Add NEW USEI (CONT.) viiiiiiieiiiiiiiieeeeiieiiiirteeeeeeeeeseeinreeeeeeeeeeesisssssseseseseesssssssssseessessenssssssseeeessennns 46
Figure 51 - Map RUNDOOK TOON....ciiiiiiiiieeeee ettt e e e et e e e e e e e e et eeeeeeeeeannsneaeeaeeeaannnn 47
Figure 52 - Map RUNDOOK TOOI (CONL.)ueiiiiiiiieieiiiiee ettt e e e et e e e e eatae e e e ennaeeeeennaaeeeeennnes 48
FIgUre 53 - IMaNage EXECUTION SCOPE ...uuuuuuuiututeuuteruuetuueteueuesesesesesasesesesesesssesesesesesssesesesesssesesesesenesesesesanenasasane. 48
Figure 54 - Figure - Manage EXecution SCOPE (CONL.) ..uuiiiiiiiiieieiiiee ettt e e e e e e e e e 49
Figure 55 - Manage REIEASE RUIES .........uueiiiiiie et e e e e e e e e e e et eeeeeeeeeannasnaneeeaeeeannnns 49
Figure 56 - Manage REIEASE RUIES .........uueiiiiieeeee et e e e e e e e e e e e ta e eeeeeeeesnnssnaeeeaeesannnns 50
Figure 57 - Manage RUIE PAramELErS .......uuiiieiiii it ee e e e ettt e e e e e e et e e e e e e e e s snaeaaeeeeaaeeseannnsanseeaeeesannnns 50
Figure 58 - Map RUNDOOKS ......uuiiiiieiiieceeee ettt e e e e e e et e e e e e e e e snaeaaeeaeeaeeeeannsanneeeaeesannnns 51
Figure 59 - Map RUNDOOKS (CONL.) c..uuiiiiiiiiiiiee et e ettt e et e e et e e e et e e e e et a e e e eeasaeeeeennaeeeeannaeeeeannens 51
Figure 60 - Map RUNDOOKS (CONL.) c.uuuiiiieiiiiiieeeciiee ettt e et e e et e e e et e e e e s aae e e e eensaeeeeennaeeeeansaeeaennnens 52
Figure 61 - Map RUNDOOKS (CONL.) c..uuiiiieiiiiiie et ettt e et e e et e e e et e e e e e e aaae e e e sensaeeeeennaeeeeansaeeeeennens 52
Figure 62 - Map RUNDOOKS (CONT.) cuuuiiiiiiiiiiieieiitiee ettt e e s e e e st e e e e s e e e e ssnaaeeeeesnneeeesnseeeeennnens 52
Figure 63 - Map RUNDOOKS (CONT.) ceiiiiiiiiiiieiiee ettt ee ettt e e e e e e esttraeeeeeeeeesentnsseeeeeeeesennnsrsseeeeessennnns 53
Figure 64 - Map RUNDOOKS (CONT.) ceiiiiieiiiiiiiiie ettt ee et et e e e e e e esabaaeeeeeeeeeeennssseeeeeeeesennnsssseeeeeesennnns 53
T Ul Yo = TV ] o Y oo [T TP 54
FIZUIE 66 - BUIlA IMIOTEIS ......eeiiireeeieeeeeieiieeeee e eeccttt et e e e e e ee e e e e eeeeeesantsaseeeeeeeesasssssesaeesessennnnsrsseeeeeesennnns 55
Figure 67 - BUild MOEIS (CONT.) verieiiiiieiiiiiieieeeeeieiciitte et eeeeeseetreeeeeeeeeeesantsaseeeaeesesannssseeaeeseesensnsssseeesessennnns 55
Figure 68 - BUild MOEIS (CONT.) weviiiiiiieiiiiiiieeeeeeieiiiirteee e e e e eeseetreeeeeeeeeeesianssaseeeeeeeesasnsssseseesessensssssseeeeessennnns 55
Figure 69 - Figure - BUild MOEIS (CONT.) ..vuveieiiiiieiiiiiiieeeeeeee ettt ee e e e e eeectreeeeeeeeeesenansaeeeeeeeesennnssaseeeeessennnns 55
FIZUIE 70 - IMIANAEE JODS .. iiiiiiieiee e ecetiee et e e e eecetrr et e e e ee s e taaaeeeeeeeeeesastsaseeeeeeeeaasssssasaeeaeesenssnsssseeeeeesennnns 56
FIgure 71 - Manage JOBS (CONT.) .ueeiiiiiiieiiiiiiiiee e eeccte et e e e e eeere e et e e e e e eessbsaeeeeeeeeeseassssaeeeeeeessensansrsneeeeeesennnns 57
FIZUIE 72 - ACTIONADIE TICKEES .uvveiiieiiiiieiiiiieieee e e eecccrte et e e e eeeeere et e e e eeeessstraeeeeeeeeessassssaeeeeeeeesenssnsrsseeesessennnns 58
Figure 73 - Actionable TIiCKEtS (CONT.) civeiuriiiieiiiiiiiiitiiee et e e e eeecbrr e e e e e e eeeesbasaereeeeeesennssseseeeeeesennnns 58
Figure 74 - Pop-Up of autOMated SOIUTION ...cecceiiiiiiiiiiieiee ettt ee e e e eeeetnrrereeeeeesennnnrseseeeeeesennnns 59
T I A T o] o Mo =L RO 60

Copyright © 2021 HCL Technologies Limited 6|Page



@ DRYICE iAutomate Getting Started Guide on GCP

List of Tables

L] o (= R 0o T 0 1Y =T 0 o [P OTPOP PP 10
Table 2 — iAutomate Tiers DESCIIPLION ....uuiiiieiiie ittt e e eeeet e e e e e e et eeeeeeeessaaaaaeeeeaeeeeaannsaneeeaaeasannnns 11
Table 3 —iAutomate POrts Details ..........coouiiiiiiiiiiii e e 12
Table 4 - Hardware CoONFIUIAtION .......coii ittt et e e e e e et e e e eart e e e e ennaeeeeensneeeeennees 18
Table 5 — Default USer DEtails.......cc.ueiiierieiiieieeese ettt st 26
Table 6 — Sample Mandatory Parameter MapPing ....eeeeeee oo icciiiieeee e ecciieeee e e e e e eseere e e e e e e e e eesnnaneeeeeeaeannnns 38
Table 7 — Sample Extended Mandatory Parameter Mapping .......cceeeeeieciiiiiiieeeeececcciieeeee e e e e e e e e e 39
Table 8 —Sample URL PAth PArameEter......uue ettt ettt e e e e e e e e e e e e e e e e e eannsaeeeeaaaaeannnns 41
Table 9 — Sample Response Key Value MapPing ...cccuuueieeieeiieiciiiieeee e ee ettt e e e e e e e s eieee e e e e e e e e eennaeeeeeeeeeannans 42
Table 10 - Types of Jobs with their desCription ........ccuiei i e 56

Copyright © 2021 HCL Technologies Limited 7|Page



@ DRYICE iAutomate Getting Started Guide on GCP

Document Revision History

This guide updates with each release of the product or when necessary.

This table provides the update history of this Getting Started Guide for iAutomate on GCP.

September 2021 DRYiCE iAutomate v6.0.3 on GCP

Copyright © 2021 HCL Technologies Limited 8|Page



@ DRYICE iAutormate

This section provides information about the Getting Started Guide for DRYIiCE iAutomate on GCP.

Marketplace and includes the following topics.

— Intended Audience

— About This Guide

— Related Documents

— Conventions

This guide is intended for the users who are looking to launch and deploy DRYiCE iAutomate directly from
the Google Cloud marketplace for enabling intelligent automation in their environment, focused towards
resolution of IT support tickets. It details the steps to launch and deploy with product with certain set of

pre-defined configurations.

This guide provides you with the detailed steps to launch and deploy iAutomate on GCP
Marketplace. It leverages ‘mpdev’ package which bundles Google Deployment Manager
templates internally to automate provisioning of the underlying iAutomate infrastructure and
install the product with pre-defined configurations to enable ease of use.

This document includes the following topics:

— ijAutomate Overview

— Architecture

— Launching iAutomate product from GCP Marketplace

— Pre-defined Configurations

— Basic Manual Configuration

— Setup Validation
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The following documents can be referenced in addition to this guide for further information on the

iAutomate.
— iAutomate Introduction Guide
— iAutomate User Guide
— iAutomate Configuration Guide
— iAutomate Lab Manual
— iAutomate Troubleshooting Guide

— iAutomate Integration Guide

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Indicates graphical user interface elements associated with an action, or
Boldface

terms defined in text or the glossary
Underlined blue face Indicates cross-reference and links
Numbered lists Indicates steps in a procedure to be followed in a sequence

Indicates a list of items that is not necessarily meant to be followed in a
Bulleted lists

sequence
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iAutomate is an Intelligent Runbook Automation product which is equipped with Artificial Intelligence,
Machine Learning and Natural Language Processing capabilities for simplifying and automating the IT
Operations issues resolution lifecycle including incidents, service request tasks, change request tasks and
events. It leverages its NLP capabilities for analyzing and understanding the context of a specific issue,
recommends the most relevant solution and even triggers the execution, thereby enabling Zero Touch
Automated Remediation. It also provides Al-driven Knowledge Recommendation by suggesting relevant
knowledge articles from various repositories, both internal and external, as and when required by human

agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable

codes and scripts for subject matter expert to validate, customize, approve and publish for future use.

On GCP Marketplace iAutomate application will be installed over four different compute instance
representing 4 tiers of iAutomate namely, WEB, APP, DB and RBE. Each of these instances will have in-
turn multiple individual components that are required by iAutomate Application. Below table shows the
description of each tier of iAutomate Application and next table shows details about what all components

reside in each of the tiers.

Table 2 — iAutomate Tiers Description

S. No. iAutomate Tier Description

Web Tier of iAutomate application consists of all basic components

to automate end to end remediation of incident, change and service
WEB
requests. It includes Al components like iRecommend that

recommends list of relevant runbooks for ticket resolution.

App Tier of iAutomate application consists of all components related
to Knowledge Search and Analysis. It will be used to implement

APP
document search engine where user can see list of relevant

documents matching Ticket description for query.

DB tier of iAutomate application consists of backend database
DB engine which maintains all configurations for each of module

required by iAutomate.
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RBE tier of iAutomate application consists of Runbook Automation
Engine which is used to execute self-healing runbook for a Query.

4 RBE
This engine will be deployed with pre-defined list of runbooks as

part of setup.

Below table provides an overview of ports used by iAutomate for internal functionality. As part of GCP

marketplace deployment these ports will be allowed under the firewall configurations of individual VMs.

Table 3 — iAutomate Ports Details

Instance
Components PORT Description

Type
Web User Interface for Admin, Configuration,
Web Ul 80 Operations Console, Dashboards and Knowledge
Analysis and Search functionalities
It is an APl in the iAutomate web module that can
be accessed using the HTTP protocol. It also includes
Web API 8080 the Key Rotation Service component which serves
the purpose of providing additional security through
rotation of keys on a periodic basis.
It leverages Natural Language Processing and is
responsible for recommending the best-suited
iRecommend 9000
Web runbook for resolving the issue based on the ticket
description
It serves the purpose of analyzing the ticket
iParse 8006 description and summary for extracting relevant
parameters to be passed to configurable runbooks
It helps in clustering the ticket data (incident,
service requests, change requests) into different
iUnique 8009
categories for identification of automation
opportunities
It is responsible for collecting ticket information

Data Collector 8012
from the ITSM tool
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APP

Generic Executor

RBA Executor

Release

Generic Listener

AD Sync

Email Service

Advanced Knowledge

iKnowledge

Knowledge rating

MongoDB

8015

8018

8021

NA

9022

9025

9009,
9019,
9013,
9016

8024

8027

27017

It is used for data processing at the DB layer for
enabling backend processes.

It helps in triggering the identified runbook for
automatic resolution using an underlying RBA tool
It is used to release the ticket in case an appropriate
runbook is not recommended OR runbook
execution for a ticket fails. In the latter case, the
ticket is released and assigned to a human agent to
investigate it.

Ticket passes through multiple stages during the
resolution lifecycle using iAutomate. Generic
Listener module is responsible for ensuring the
ticket is moved to the next stage based on the
outcome. Its job is to identify the status of the
present stage and based on success / failure, move
the ticket to the consequent stage in the lifecycle

It is responsible for fetching LDAP user from LDAP
Server.

It is responsible for sending mail-based notifications
to user.

It returns a list of relevant documents for a query
that have been crawled from different repositories
like SNOW KB, Web URL, Satori repository, and
internal files and folders.

It returns a list of relevant results from Google for a
query, if no relevant document exists in the
organization’s repository.

It enables users to provide feedback as a rating for
the document search corresponding to the ticket
summary.

No-SQL database which is used to store document

content and user's rating.
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Apache Solr
iScrape
DB MSSQL
RBE RBE

8983

8030

1433

8052

An Indexer which is used to store meta-data
information for a document for knowledge search.
It helps in automated runbook creation for ticket
categories for which runbooks don’t exist by
exploring various internal and external data sources
for relevant executable code snippets and scripts.
All data related to iAutomate will be stored in
MSsQL

Runbook Execution Engine where executable scripts

or runbooks are present
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Before starting with deployment on GCP, user should have below pre-requisites in place:

1.

User should have access to GCP Project which has the Network and subnetwork in place for the
required region where iAutomate needs to be deployed.

User should have basic knowledge of working with GCP Compute and Networking services.

User should have privilege to launch GCP Compute instances from Marketplace

During installation certain packages are pulled from GCP Cloud storage for which GCP Network
should have outbound internet access allowed for the subnetwork where iAutomate VMs will be

deployed.
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4 Launching iAutomate product from GCP Marketplace

To deploy DRYICE iAutomate from GCP marketplace, perform the following steps —
1. Login to your GCP Project which will be used for iAutomate deployment from marketplace.

Navigate to Google Cloud Marketplace and search for iAutomate or HCL DRYiCE iAutomate.

L]
Explore, launch and manage solutions in just a few clicks / " ¢
- Marketplace lets you quickly deploy software on Google Cloud Platform ;
 WJ

Q  iAutomate X ‘ y

Figure 1 - Search iAutomate on GCP marketplace

2. Select HCL DRYICE iAutomate from the search results.

‘é,’ Marketplace I Q. jautomate X

Marketplace » “iautomate”™

m Marketplace home "iautomate"
Y Your solutions

8 Partner portal 1 result

HCL DRYiCE iAutomate
= Filter Type to filter HCL Technologies

Today, IT function plays a very crucial role for an enterprise in ensuring the availability of critical IT and business services, to avoid any financial
Category ~ impact, both in terms of revenue and cost. But IT teams find it difficult to identify and proactively respond to issues due to heterogeneous tools
and technologies and the increasing complexity of enterprise data centers. In particular, systems are currently facing unprecedented loads...

Compute (m
Monitoring n
Networking 1)
Storage 1)

Figure 2 - Select HCL DRYiCE iAutomate from search results

3. Click on Launch button to proceed.

Copyright © 2021 HCL Technologies Limited 16|Page
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HCL DRYIiCE iAutomate
HCL Technologies

Al-powered runbook automation

LAUNCH VIEW PAST DEPLOYMENTS

OVERVIEW PRICING
Overview
Today, IT function plays a very crucial role for an enterprise in ensuring the Additional details
availability of critical IT and business services, to avoid any financial impact,
both in terms of revenue and cost. But IT teams find it difficult to identify and Runs on: Google Compute Engine
proactively respond to issues due to heterogeneous tools and technologies Type: Virtual machines, Multi VM
and the increasing complexity of enterprise data centers. In particular, Last updated: 09/09/2021

systems are currently facing unprecedented loads leading to a spike in IT-

= p N . Category: Compute, Monitoring, Networking, Storage
related issues, while employees are still trying to settle in the New Normal.

This poses an imminent risk to the business services, and its mitigation is a [sionlin

challenge faced by every CIO. Operating System: windows-server-2016 windows-server-2016-dc-v20210608
A significant volume of these issues are repetitive, recurring, and mundane Package contents: rbe, 6.0.3, web, 6.0.3, sgl, 6.0.3 , app, 6.0.3

and require substantial human effort, multiple employees for resolving a Add to Private Catalogue: Deployment zip file @

nimnlainaia Thin has a dirant imnant an tha affinianau Af tha hattam lina and

Figure 3 - Select HCL DRYiCE iAutomate from search results

4. Enter Deployment Name as shown in Figure below. You can use deployment name as per your

environments naming convention.

Deployment name
lautomate-final-1

Figure 4 - Deployment name input

5. Now, select the appropriate Zone where iAutomate will be deployed as shown in Figure below:

Zone
us-west1-b v @

Figure 5 - Network Zone selection

6. As part of iAutomate deployment, four Compute instances will be deployed corresponding to 4

tiers of iAutomate application: (Web, RBE, DB, and App)
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Please refer to the below table for reference regarding GCP Compute instance size based on environment
scale. Please select the respective machine family, series, and machine type for optimal performance of
iAutomate application.

Table 4 - Hardware Configuration

Environment Indicator (Number Machine
Tier Type Series Machine Type
of Cls to be managed) Family
Web Cost Optimized E2 e2-standard-2
App Balanced N2 n2-standard-4
Small
(up to 2500 OS instances) Memory
DB n2 n2-standard-4
Optimized
RBE Balanced E2 e2-standard-4
Web Cost Optimized E2 e2-standard-2
App Balanced N2 n2-standard-8
Medium
(up to 5000 OS instances) Memory
DB E2 e2-standard-4
Optimized
RBE Balanced E2 e2-standard-4
Web Cost Optimized E2 e2-standard-4
App Balanced N2 n2-standard-16
Large
(up to 10000 OS instances) Memory
DB E2 e2-standard-4
Optimized

RBE Balanced E2 e2-standard-4
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7. For all the four tiers, select the instance count field to default value 1 as shown in Figure below. In

case this count is changed the application installation may have configuration issues in it.

Instance Count
1

Figure 6 - Instance count details for all 4 VMs (Web, App, DB & RBE Tier )

8. Select the Machine family, Series and Machine type for Web tier as per the Environment type
(Small, Medium or Large). Please refer to Table 4 - Hardware Configuration for details regarding
individual tiers.

The following figures depict Machine configuration for Web, App, DB and RBE tiers assuming Small

environment type for customer.

Machine type
Machine family

GENERAL-PURPOSE = COMPUTE-OPTIMISED  MEMORY-OPTIMISED
Machine types for common workloads, optimised for cost and flexibility

Series
E2 -

CPU platform selection based on availability

Machine type
[ e2-standard-2 (2 vCPU, 8 GB memory) v

vCPU Memory

S - -

Figure 7 - Web Tier Instance size (Customer environment type Small)
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Machine type

Machine family
GENERAL-PURPOSE COMPUTE-OPTIMISED MEMORY-OPTIMISED
Machine types for common workloads, optimised for cost and flexibility

Series
N2 -

Powered by Intel Cascade Lake and Ice Lake CPU platforms

Machine type
n2-standard-4 (4 vCPU, 16 GB memory) v

vCPU Memory
4

Figure 8 — App and DB Tier Instance size (Customer environment type Small)

Machine type

Machine family
GENERAL-PURPOSE COMPUTE-OPTIMISED MEMORY-OPTIMISED

Machine types for common workloads, optimised for cost and flexibility

Series
E2 v

CPU platform selection based on availability

Machine type
[ e2-standard-4 (4 vCPU, 16 GB memory) v

vCPU Memory

Figure 9 — RBE Tier Instance size (Customer environment type Small)

9. Select the Boot disk type as ‘Standard Persistent Disk’ for all 4 Tiers with ‘100 GB disk size” as shown

in the following figure:
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Boot disk type *
Standard Persistent Disk *x @

Boot disk size in GB

100 @

Figure 10 — Disk type and size configurations for all 4 VMs (Web, App, DB & RBE Tier)

10. Select the appropriate Network for deploying 4 Tiers of iAutomate as shown in the figure below:

MNetwork interface -~
MNetwork
[ P
= Filter Type to filter  —

Figure 11 — Network Selection for 4 VMs ( Web, App, DB, and RBE Tier)

11. Select the appropriate Subnetwork for deploying 4 Tiers of iAutomate as shown in the figure below:

Subnetwork
[ Py
= Filter Type to filter —
default 2

IP range: 10.138.0.0/20

Figure 12 — Sub-Network Selection for 4 VMs ( Web, App, DB and RBE tier)

12. Under the Firewall configuration for all 4 VMs, provide the CIDR range as per your environment
requirement in the box named as Allow HTTP traffic from internet and Allow HTTPS traffic from
internet from where iAutomate access needs to be enabled as per environment (as shown in Figure
below). You do not have to add any rule for 0.0.0.0/0 access for HTTP and HTTPS as it is enabled by

default. In case your environment architecture does not allow access from 0.0.0.0/0 range you can
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disable rule from GCP console or you can leverage 3™ party Firewall filtering mechanism to control

the access for iAutomate application for HTTP and HTTPS ports.

Allow HTTP traffic from the Internet

Source IP ranges for HTTP traffic
192.169.0.2/24 (7]

Allow HTTPS traffic from the Internet

Source IP ranges for HTTPS traffic
192.169.0.2/24 (7]

Figure 13 — HTTP and HTTPS traffic source IP range configuration
13. Rest Firewall port details are by default enabled as part of GCP Marketplace deployment. User does
not have to select any value for Firewall configurations for Non HTTP and HTTPS ports (as shown in

below Figure).

Allow TCP port 8983 traffic from other VMs in this deployment
Allow TCP port 9000 traffic from other VMs in this deployment
Allow TCP port 9003 traffic from other VMs in this deployment
Allow TCP port 9006 traffic from other VMs in this deployment
Allow TCP port 9009 traffic from other VMs in this deployment
Allow TCP port 9013 traffic from other VMs in this deployment
Allow TCP port 9016 traffic from other VMs in this deployment
Allow TCP port 9019 traffic from other VMs in this deployment
Allow TCP port 9022 traffic from other VMs in this deployment

Allow TCP port 8052 traffic from other VMs in this deployment

Allow TCP port 9025 traffic from other VMs in this deployment

Figure 14 - Non HTTP and HTTPS traffic port configuration review
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Getting Started Guide on GCP

14. Select the checkboxes for Allow access for GCP APIs and Accept GCP marketplace terms of Service.

Click on Deploy button to initiate iAutomate deployment.

Google Cloud Platform API

Allow full access to all of Google Cloud Platform APIs on the VM

| accept the GCP Marketplace Terms of Service and HCL Technologies Terms of

Service.

DEPLOY

Figure 15 - Allow access of GCP APIls, accept GCP market terms of Service and Deploy

15. You can track the progress of iAutomate VM deployment as shown in Figure below.

Deployment Manager < iautomate-final-1 W DELETE

O Deployments

A iautomate-final-1 has been deployed, but contains wamings

iE Typeregisuy VIEW DETAILS
B3 Overview - iautomate-final-1
~ BB solution solution inja

v BB webdtier web_tierjinja

w I lautomate-final-1-web-vm-tmpl-0 vm_instance.py

B iautomate-final-1-web-vm-0 vm instance

B iautomate-final-1-web-tcp-80 firewall

B lautomate-final-1-web-tcp-443 firewall
B iautomate-final-1-web-tcp-8006 firewall
B iautomate-final-1-web-tcp-8009 firewall
B iautomate-final-1-web-tcp-8012 firewall
B iautomate-final-1-web-tcp-8015 firswall
B lautomate-final-1-web-tcp-8018 firewall
E iautomate-final-1-web-tcp-8021 firewall
B lautomate-final-1-web-tcp-8024 firewall
B iautomate-final-1-web-tcp-8027 firewall
B iautomate-final-1-web-tcp-8030 firewall

@ iautomate-final-1-web-tcp-8080 firewall

Overview - jautomate-final-1

Deployment properties

L]

Created On
Manifest Name
Config

Imports

Layout
Expanded Config

2560192384446243432
2021-09-09 (11:02:55)
manifest-1631165575081
View

app_tierjinja
app_tierjinja.schema
common.py

default.py

password.py

path_utils jinja

rbe_tierjinja

the.tier jinja.schema
solution jinja
solution jinja.schema
sal_tierjinia

sql_tierjinja.schema

vm_instance.py

web_tier jinja.schema
View

View

Figure 16 — Deployment progress review

16. Once VM deployment is completed iAutomate application silent installation process is triggered

using RBE. The product installation will take approximately 2 hours and 30 minutes. In order to

check the final status of installation, login to RBE machine and navigate to /tmp directory and

review content of iautomate.log file. For successful installation, there should be no unreachable,

failed or rescued instance count (as shown in Figure below).
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Figure 17 — iAutomate application deployment log review on RBE server

17. Post successful deployment of iAutomate navigate to the Compute Engine service and review the
4 Virtual machines configurations (as shown in Figure below). Names of the Virtual machines will

have Deployment name field value as prefix.

VM instances ) CREATE INSTANCE : @ OPERATIONS ~ [=) HELP ASSISTANT SHOW INFO PANEL SILEARN

INSTANCES INSTANCE SCHEDULE

VM instances are highly configurable virtual machines for running workloads on Google
infrastructure. Learn more

= Filter Enter property name or value (2] ¥ ]

|:| Status Name 4 Zone Recommendations In use by Internal IP External IP Connect

dJ (] iautomate- us- 10.138.0.4 None RDP ~ H
app-vm-0 westl-b (nic0)

0 (] iautomate- us- 10.138.15.224 None RDP ~ :
db-vm-0 west1-b (nicQ)

|:| V] iautomate- us- 10.138.0.3 None SSH - :
rbe-vm-0 west1-b (nic0)

d (] iautomate- us- 10.138.15.223 None RDP :
web-vym-0 westl1-b (nic0)

Figure 18 — Review VM details post completion of iAutomate deployment
18. Post successful installation of iAutomate, copy the Internal IP address value as shown in Figure

below from the Compute Engine Service page for the Web tier machine.
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VM instances

INSTANCES

[ CREATE INSTANCE

INSTANCE SCHEDULE

@& OPERATIONS ~

VM instances are highly configurable virtual machines for running workloads on Google
infrastructure. Learn more

= Filter Enter property name or value

Status

]

o

o 0O 0O oo

Name 4

jautomate-

app-vm-0

jautomate-

db-vm-0

jautomate-

rbe-vm-0

jautomate-

web-vym-0

Zone

us-
west1-b
us-

west1-b

us-

west1-b

us-

west1-b

Recommendations

In use by

[E) HELP ASSISTANT

Internal IP

10.138.0.4
(nic0)
10.138.15.224
(nic0)

10.138.0.3
(nic0)

10.138.15.223
(nic0)

External IP

None

None

None

None

SHOW INFO PANEL

(7] ¥

Connect

RDP ~

RDP ¥

RDP ¥

SILEARN

19. Open the browser and paste the below URL replacing value for the Internal IP address copied
earlier, e.g., http:// <IP address of iAutomate Web Portal> to open HCL DRYiCE iAutomate Login

screen.

B | @ LogintoiAutomate
& C A Not secure

Figure 19 — Post Installation — Copy the Internal IP for web tier machine

x |+

35.203.188.63

iAu DRYICE iAutomate

Contact us | Copyright © 2016, 2021 HCL Technologles Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version — 6.0.3 | Build Version : 5146.1

Figure 20 — Access the DRYICE iAutomate Login Screen

a X
2
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As part of the application installation and deployment process, certain set of configurations are also

readily available as mentioned below:

1.

Organization — A default organization by name “Dryice” is already configured, which can be
leveraged for performing further configurations. Additionally, as part of current out of the box
deployment. ServiceNow is selected as the default ITSM Tool Type for all modules like Incident,
Change, SRCMDB, and others. However, if the ITSM tool needs to be changed, it can be done by
Editing the organization configuration. (Please refer to the Organization section of iAutomate
Configuration Guide for detailed steps)

Runbook Tool — By default, RBE tool comes bundled and configured with iAutomate. If required,
another tool can also be leveraged. (Please refer to the Manage Runbook Tool section of
iAutomate Configuration Guide for detailed steps)

Runbooks Configured — Multiple runbooks have been preconfigured and are available to use as is.

If required, new runbooks can also be on boarded.

(Please refer the Manage Runbooks section of iAutomate Configuration Guide for

detailed steps).

As a first step User needs to login and reset the password for default accounts using credentials listed in

table below:
Table 5 — Default User Details
Default
User Type Description Email Remarks
Password
This is an admin account for an
Manages all the iautomateu organization and password is
Organizati B4yKyhLvcp
organization specific ser@iautom generated automatically. User
on Admin cX5Qm
configurations ate.com will be prompted to change

password on first login.
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This is super-admin account for
which password is generated
automatically. It is required to
Super Manages the organization admin@iaut B4yKyhLvcp create / manage organizations.
Admin creation omate.com cX50m Additionally, the password
should be changed, post first
login using Reset Password

screen.

The following sections describe the steps to reset the credentials for Organization admin and Super

admin user accounts from iAutomate Web Portal.

5.1.1 Login as Organization Admin

1. Launch a web browser and provide the iAutomate Web Portal URL.
2. On the iAutomate Login page, type customer’s admin email ID in the Email field as shown in the

figure below:

iAu DRYICE iAutomate

2 iautomateuser@iautomate.com

a8 NEXT

Figure 21 - Access the DRYIiCE iAutomate Login Screen
3. Type the Password (as mentioned in Table above). If you are logging for the first time, enter your
default password, the system prompts you to reset your password as shown in Figure 22 - Password

Reset Screen.
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4. Enter the old password in the Old Password field.
5. Enter the new password in the New Password field and re-enter the same password in the Confirm
Password field as per defined policy.

6. Click Submit to save the details or click Cancel to stop the password reset procedure.

({Aw) DRYiCE iAutomate

User Email iautomateuser@iautomate.com

Old Password
New Password

Confirm Password

Note:Password contains 8-15 characters, space not allowed.

Figure 22 - Password Reset Screen

7. This will redirect you to login screen. Please enter email id followed by new password to login into

iAutomate as shown in Figure 23 - iAutomate Login Screen — Email ID and Password.

iAu DRYICE iAutomate

2 iautomateuser@lautomate.com

Contact us | Copyright © 2016, 2021 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.1 | Build Version : 5392.1

Figure 23 - iAutomate Login Screen — Email ID and Password
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8. Next, click on LOGIN button. It will take you to the welcome screen of iAutomate as shown in Figure

24 - iAutomate Welcome Page.

iautomateuser ~

@ DRYICE iAutomate

= Environment = Runbooks iE K dg =3¢ ization = RBAC = Tickets = Ticket Logs = Dashboard = Help

Figure 24 - iAutomate Welcome Page

5.1.2 Login as Super Admin

1. Launch a web browser and provide the iAutomate Web Portal URL.

2. On the iAutomate Login page, type super admin email ID in the Email field as shown in Figure 25 -

iAutomate Login Page — Super Admin,
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iAu DRYICE iAutomate

2 admin@iautomate.com

8 NEXT

Figure 25 - iAutomate Login Page — Super Admin

3. Next, please provide the password for super admin as mentioned in table as shown in Figure 26 -

iAutomate Login Page — Super Admin (password).

iAu DRYICE iAutomate

1 admin@iautomate.com

Figure 26 - iAutomate Login Page — Super Admin (password)

4. This will redirect you to the welcome page of iAutomate as shown in Figure 27 - iAutomate

Welcome Page — Super Admin.
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@DRYi[E iAutomate Super Admin ~

= Environment = Runbooks = Knowledge = Organization = RBAC = Analysis = WorkBench = EntityModel

\-————— 4

Figure 27 - iAutomate Welcome Page — Super Admin

For Super-admin user, iAutomate will not prompt you to change password during the first
login. We recommend to change the password for super-admin or any user then follow
the further steps:

5. Navigate to the top right corner and click on user’s role as shown in Figure 28 - Verify user role.

Super Admin ~

Role : Super Admin
Email : admin@iautomate.com

Figure 28 - Verify user role
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6. Next, expand the panel on the top right corner and click on Reset Password button. It will redirect

to Reset Password screen as shown in Figure 29 - Password Reset — Super Admin,

Reset Password

User Email admin@iautomate.com

Old Password Old Password
New Password

New Password

Confirm New Password

Note:Password contains 8-15 characters, space not allowed.

Confirm Password

Figure 29 - Password Reset — Super Admin

7. Enter the User Email, Old Password, New Password and Confirm Password details.

a. Click Submit. A confirmation message is displayed as shown in Figure 30 - Confirmation —

Password Reset.

ifutomate

Your password has been reset successfully,
please lagin again ta verify.

Figure 30 - Confirmation — Password Reset

8. Click OK and the user will be redirected to the Sign In page as shown in Figure 31 - iAutomate Login

Page.
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iAu DRYICE iAutomate

2 admin@iautomate.com

a9 N=4)

Figure 31 - iAutomate Login Page
By end of this section, user should be able to login into iAutomate as Organization admin as well
as super-admin. In following section covers the required configuration to run iAutomate over

tickets.



@ DRYICE iAutormate

As part of the product deployment process, some of the configurations are already in place. However, to
start consuming the product, certain additional configurations are required to be manually performed.
The steps to be followed are mentioned below, with reference to detailed product guides, which can be

further used for reference as well for detailed configuration procedures.

In this section, data source will be created to integrate with ITSM tool. For this exercise, SNOW ITSM will

be integrated to iAutomate via data source. Follow steps below to configure ITSM details in data source.

1. Open iAutomate Web URL and login with Customer Organization Admin
(iautomateuser@iautomate.com) credentials.

2. Go to Organization and click Create Data Source.

iE Organization = RBAC

View Organizations
Create Organization

View Data Sources

Create Data Source

Figure 32 - Create Data Source
The Create Data Source page appears.
3. On the Organization tab, select the organization for which user wants to create the data source
from the Organization Name field. For e.g., DRYICE.
4. Select a module, where the organization brings the data from the data source (ITSM) in iAutomate,

from the Module field. iAutomate supports 8 different types of modules as shown below:

a. Incident Management
b. Service Request Task
c. Change Request Task
d. CMDB CI
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e. SR Request [tem

f. Service Request

g. Change Request

h. Event Management

These modules are mapped while creating an organization in iAutomate. For this guide, Incident
Management module has been automatically mapped to Organization DRYICE. So, select module
as Incident Management.

5. Upon selection of the Module, two additional input parameters will be populated — Is Ticket
Closure Managed by iAutomate job & Is Ticket InProgress Managed by iAutomate job. Leave them
as it is.

6. Service represents type of ITSM tool to be integrated. For this guide, select value for Service as
“ServiceNOW Tool”.

7. Select Integration Type to integrate between iAutomate and ITSM Tool. iAutomate supports two
types of integration i.e., REST APl and SOAP API. For this guide, select value for Integration Type as
“REST API”.

8. Click Next.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration

Organization Details

Organization*
Module*
Service*
Integration Type*®

Is ticket Closure Managed by iAutomate job

Is ticket InProgress Managed by iAutomate job

Figure 33 - Create Data Source (cont.)

9. On the Data Source tab, define data source name. For e.g., DRYIiCE_DataSource.
10. Select ‘GMT’ as Timezone as.
11. Timestamp here indicates that whether date is in EPOC format or not. Select this option if date field

in tickets’ data is not in EPOC format.
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12. Analysis Enabled option will be selected by default. This option will be disabled for any changes.

13. Enter the Seed Limit (Limit of number of records fetched in single API call) as 1000 (Default) and

click Next.

Crganization Data Source Fetch Data Configuration Release Rules Configuration
Data Source

Name” DRYICE_DataSource|

Timezone*

Timestamp v

Analysis Enabled rl

Seed limit* 1000

Figure 34 - Create Data Source (cont.)

14. On the Fetch Data Configuration tab, type in the details as per your requirement. It includes

multiple sections.
— Connection Details
Sample information that can be populated —

e URL - https://sample.service-

now.com/api/now/v1/table/incident?sysparm fields=#Columns#&sysparm quer

y=sys updated on>=#StartDate#”sys updated on<=#EndDate#"ORDERBYsys u

pdated on.

Authentication Type, User ID, and Password should be of your ITSM system.


https://sample.service-now.com/api/now/v1/table/incident?sysparm_fields=#Columns
https://sample.service-now.com/api/now/v1/table/incident?sysparm_fields=#Columns
https://sample.service-now.com/api/now/v1/table/incident?sysparm_fields=#Columns
https://sample.service-now.com/api/now/v1/table/incident?sysparm_fields=#Columns

@ DRYICE iAutomate Getting Started Guide on GCP

Connection Details
e |
Authentication Type* (3 ’ Basic v ‘
a0 I |
Password* () ‘ .......... ‘
[Cshow Password
Request Method* () ’ GET v ‘
Proxy Required () (]

Figure 35 - Connection Details

— Request Authentication Parameters and Request Header Parameters

See below the sample information:
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"sys created on": "2017-12-22 06:59:03", "description": "Memory
Utilization:10.0.0.11", "short description": "Memory
Utilization:10.0.0.11", "sys updated on": "2018-01-02 06:39:56",
"category": "", "priority": "4", "sys id": "123456" }] }

Request Authentication Parameters Add Authentication Parameters

URL Path Parameters

#Columns# Text v number,sys_updated_on,description,assignment_group,incident_state.closed_at category.as!

EE D SQL UDF v @@GelFromDateTimeUsinglncideniModifiedDate

#EndDate# SQL UDF v @@GefToolCurrentDateTime

Request Header Parameters Add Request Header

Response Body

]

Figure 36 - Request Authentication Parameters

— Mandatory Parameter Mapping

This section maps the mandatory columns required for iAutomate with the fields available in
response received. The field values are the same as the ones available in JSON added in Response

Body section. Refer to below table for sample information:

Table 6 — Sample Mandatory Parameter Mapping

Key Value Type Value

TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreatedDate JSON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed at

LastModifiedDate JSON.Keys result.0.sys_updated_on
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Mandatory Parameter Mapping

TicketNumber
result.0.number v

3
ummary result.0.description -

Description result.0.description M

CreationDat
reationDate result.0.sys_created_on M

StatusCode result.0.incident_state -

ResolvedDate result.0 closed_at -

LastModifiedDate

result.0.sys_updated_on v

Add Response Parameter Delete All

Figure 37 - Mandatory Parameter Mapping
— Optional
This section is an extension to Mandatory Parameter Mapping section. You can create additional

columns in Automate database if extra parameters are to be mapped. Refer to table below for

sample information:

Table 7 — Sample Extended Mandatory Parameter Mapping

Key Value Type Value
AssignedGroup JSON.Keys result.0.assignment_group.value
Coll JSON.Keys result.0.sys_id

Optional

]

result.0.assignment_group.value -

result.0.sys_id v [}

Figure 38 - Optional Key Parameters

15. Click Next after populating all the sections in Fetch Data Configuration tab.

16. On the Release Rules Configuration tab, type in the details as per your requirement.
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— ITSM (PUT) details have to be entered as shown in below screenshot. See below the sample

information:

e URL: https://sample.service-now.com/api/now/table/incident/#incident#

AuthenticationType, Userld, Password, and RequestMethod should be of your ITSM
system.

Organization Data Source Feich Data Configuration Release Rules Configuration

Connection Details

URL*

Authentication Type* Basic

User Id*

Password*

Show Password

Request Method* PUT

Proxy Required

Request Authentication Parameters Add Authentication Parameters

URL Path Parameters

Figure 39 - Release Rules Configuration

e It also has the other fields. Request Payload should be populated in following
fields:


https://sample.service-now.com/api/now/table/incident/#incident

@ DRYICE iAutomate Getting Started Guide on GCP

URL Path Parameters @

N S R
#incident Table.Columns v Colt =

Request Header Parameters 0 Add Request Header Delete All

Request Body

{ "assignment_group” : "#AssignmentGroup#","work_notes” : "#work_notes#" }

#AssignmentGroup#

#work_notes#

Figure 40 - URL Path Parameters

e Considering that sample information has been populated in as in Figure 38 -
Optional Key Parameters , URL Path parameters sample value can be referenced

from the table below:

Table 8 — Sample URL path Parameter

Incident Table.Columns Coll

e For sample Request Body, see below:

e Sample request can be captured in the following fields:
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#AssignmentGroup#

#work_notes#

Response Body

P

#success# Text v oK

Figure 41 — Key Parameters Sample Request

e For sample Response Body, refer to the following section:

Response Body

{ "result"™ : "#success#" }

e Response Key value mapping can be done as per below table:

Table 9 — Sample Response Key value mapping

Key Value Type Value

#success# Text OK

17. Click Submit to create the data source.
18. To view the data source and related information, go to Organization and click View Data Source.

19. Ensure that the newly created data source is visible in the list.

Data Sources Create Data Source
o e e e
DRYiCE DRYiCE_DataSource Incident Management SNOW b3 |

Figure 42 - Data Source List

20. To manage the entry criteria, click gear icon in Action column against the data source.
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Data Sources Creale Dala Source
s N N

DRYICE DRYiICE_DataSource Incident Management SNOW w =W

Manage Entry Criteria

Figure 43 - Data Source List (Cont.)

21. The Manage Entry Criteria popup appears.

Manage Entry Criteria

T —

AssignedGroup v equals ty I

A v x

Figure 44 - Manage Entry Criteria

22. Define entry criteria on this screen. For example, if you want to pull tickets for iAutomate Group

Assigned group only, then you can save the same filter condition as shown in above screen.

6.2 Create Users

By default, you are provided with a Super Admin and Organizational Admin user credentials. If required,
additional users can also be created and mapped to roles and groups.
For user management, perform the following steps:

1. On the main menu bar, click Organization.

2. Click User Management.

The User Management page appears.

User Management Add New

No Record Found

Figure 45 - User Management
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It lists the available users in a tabular view and allows user to create a new user, edit the existing user,

and assign widgets to users.

6.2.1 Add New User

A Super Administrator or Organization Admin can add a new user in an organization by performing the
following step:

1. On the User Management screen, click Add New.

2. The Add User page appears.

Add User

Email*

Parent Organization -Select- M

User Name*

Time Zone™ Select- -

Active ¥

IsAPIUser

(o | - |

Figure 46 - Add New User
3. You must provide the details for the following fields on the Add New User page.
a. Specify the email address to send or receive notifications in the Email field.

b. Select the organization to which the user belongs in the Parent Organization.

c. Further fields populate based on the authentication type of selected organization.
d. In case of selecting the organization with Form Based Authentication, the user password will
be auto generated in the Password field. This password field remains invisible in case of

organization with SAML and LDAP based authentication.
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Parent Organization* DRYICE v
User Name*
Password* [

Time Zone*

Active

IsAPIUser O

Figure 47 - Select Organization

e. Type the username of the user in the UserName field to authenticate the user.

f. Select Time Zone to which the user belongs.

g. Select Active check box to activate the user immediately after creation.

h. Select IsAPIUser check box to enable the user to access certain services of iAutomate only
through APIs and not the Web User Interface.

i. Click Next. It prompts user to select an Organization.

Add User

Email* DRYIiCE_Admin@DRYiCE.com O

Organization(s)

DRYICE x

Figure 48 - Add New User (Cont.)

j- Click Next. This navigates user to another screen that lists the existing organization and module

to configure the organization for the selected user.
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Add User
Email” DRYICE_Admin@DRYiCE com L]
T L

] DRYICE SNOW- DRYICE_DataSource (Incident M )

[ | oo | oo |

Figure 49 - Add New User (Cont.)
k. Select the checkbox of the specific customer and then click Save.

A confirmation dialog box appears.

iAutomate

User saved successfully.

Figure 50 - Add New User (Cont.)

The new user is added and appears in a list of users.

6.3 Map Runbook Tool

The next step is to map the Runbook Tool to the Organization.
To map a runbook tool, perform the following steps:
1. On the main menu bar, click Organization, and then click Map Runbook Tool.

The Map Runbook Tool page appears and lists all the mapped runbook tools in a tabular view.

Copyright © 2021 HCL Technologies Limited 46 |Page



@ DRYICE iAutomate Getting Started Guide on GCP

Map Runbook Tool

Organization * Select- )

Data Source *

Runbook Tool *

Runhoc* Tm'

DRYIiCE DRYICE_DataSource DRYIiCE_RBATool

Moo n oM 1-10f1items

Figure 51 - Map Runbook Tool

2. Select an organization from the list of organizations listed in the Organization Name field.

3. Select a data source to fetch the data from the list of data sources listed in the Data Source Name
field.

4, Select a runbook tool to execute the data from the list of runbook tools listed in the Runbook Tool

Name field.

You can map multiple runbook tools to an organization.

5. Click Save.

The new runbook tool is mapped to an organization and lists in the tabular view.

All fields marked with an asterisk (*) are mandatory.

If required, user can delete a mapped runbook tool from an organization by clicking * next to the

runbook tool.
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Map Runbook Tool

ization *
Organization Select v

¥
Data Source Select -

Runbook Tool * Select- o

Runho‘* Tm'

DRYICE DRYICE_DataSource DRYIiCE_RBATool

M| 4 n > M 1-10f1items

Figure 52 - Map Runbook Tool (Cont.)

6.4 Manage Execution Scope

1. Open iAutomate Web URL and login with Customer Organization Admin
(iautomateuser@iautomate.com) credentials.

2. Go to Organization and click Manage Execution Scope.

= Organization ¥ RBAC

View Organizations
Create Organization
View Data Sources
Create Data Source

Map Runbook Tool

Manage Execution Scope

Figure 53 - Manage Execution Scope
3. Select Organization and Data Source from respective dropdowns.

4. Select Runbook Tool mapped with the organization and type in the Runbook Tool Tenant ID

(optional).
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Manage Execution Scope

‘Organization®

DRYICE o

Data Source™ DRYICE_DataSource (Incident Management) v
Add New

DRYICE_REATool + | DRYiCED1

Figure 54 - Figure - Manage Execution Scope (cont.)

5. Click Save.

6.5 Release Rule Configuration

1. Open iAutomate Web URL and login with Customer Organization Admin
(iautomateuser@iautomate.com) credentials.

2. Go to Organization and click Manage Release Rules.

= Organization

“iew Organizations
Create Crganization
View Data Sources
Create Data Source

hlap Runbook Tool
Manage Execution Scope
MWap Runbooks

Build Madels

Manage Rules

Figure 55 - Manage Release Rules

3. Select DRYICE as the Organization.

4, Select ‘DRYiCE_DataSource’ as the Data Source. Select ‘Release’ as the Configuration.
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Manage Release Rules
Organization®

DRYICE A

Data Source® DRYiICE_DataSource (Incident Management) L

Configuration* Release

--No Rule—- 3

Figure 56 - Manage Release Rules

5. Click gear icon under the Actions column. A popup window for configuring Parameters will appear.

Enter ‘Transfer Group’ in the Assignment Group field and ‘Out of Scope’ in Work Notes field.

Parameters

#AssignmentGroup# Text v Transfer Group

#worknotes# Text v Out of Scope

Figure 57 - Manage Rule Parameters

6. Click OK to save the parameters.

7. Click Save Rule to save the release rule configuration.

6.6 Map Runbooks

Multiple runbooks are already pre-configured and available as part of the initial setup. Additionally, in
case additional runbooks need to be added and mapped, this can be done as part of this step.
To map a runbook, perform the following steps:

1. On the main menu bar, click Organization, and then click Map Runbook.

2. Select an organization from the drop-down list available in the Organization field.

3. Select a module from the list of modules configured to a selected organization in the Module field.

This populates the runbooks in the following tabs.
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e Organization Runbooks- It lists all the runbooks mapped to the selected
organization.

e All Runbooks- It lists all the runbooks available for mapping.

Map Runbook

Organization” DRYiCE M
Module™ Incident Management v
Organization Runbooks All Runbooks
I A
Check_Uptime_Linux DRYiICE_RBATool Server Management Linux Uptime of server. Linux Uptime

Figure 58 - Map Runbooks

4. The Map Runbook page allows user to map a new runbook and delete an existing, mapped runbook

from an organization.

Map Runbook

Organization® DRYICE "

Module*

Incident Management v
‘Organization Runbooks All Runbooks
- SHRREEEEE SRR S SR

CheckMemory_linux DRYiCE_RBATool Server Management Linux Check memory Display memory. get memory usage.
fetch memory usage

&

Cpu_Utilization_linux DRYiCE_RBATool Server Management linux cpu usage high . processor utilization high. control cpu
utilization

Y

display_raw_stats_linux DRYICE_RBATool Server management linux Raw stats. raw stats Linux .Raw statistics to be
displayed . Show raw stats . Get raw statistics inf...

” 4 » »  Show results per page | 10 v 1-3 of 3 items

Figure 59 - Map Runbooks (Cont.)

5. To map arunbook, go to the All Runbooks tab.

6. Select the Runbook to be mapped.
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Organization Runbooks All Runbooks
- SHBEORTETE SHOREEs \ S =B Sy
(] Check_Uptime_Linux DRYIiCE_RBATool Server Management Linux Uptime of server. Linux Uptime

Figure 60 - Map Runbooks (Cont.)

A confirmation dialog box appears.

iAutomate

Runbook mapped successfully.

Figure 61 - Map Runbooks (Cont.)
7. To remove a runbook from an organization, go to the Organization Runbooks tab.

8. To delete an existing mapped runbook, clear the check box of that runbook.

Map Runbook
Organization® DRYICE o
Module® Incident Management v
Orgamzation Runbooks All Runbooks
- SHIBSSKIEIE FHIREOKIES! SEEON SO EEE
CheckMemory_linux DRYICE_RBATool Server Management Linux Check memory Display memory. get memory usage.
fetch memory usage.
=] Cpu_Utilization_linux DRYICE_RBATool Server Management linux cpu usage high . processor utilization high. control cpu
utilization
] display_raw_stats_linux DRYICE_RBATool Server management lirux Raw stats. raw stats Linux Raw statistics to be

displayed . Show raw stats . Get raw statistics inf...

M| o4 » p Showresults perpage | 10 v 1-3of 3items

Figure 62 - Map Runbooks (Cont.)

9. Click Yes to confirm that you want to un-map the selected runbook.
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Confirm

This will un-map Runbook from
Organization. Click Yes to continue.

Yes &l

Figure 63 - Map Runbooks (Cont.)

A confirmation dialog box appears.

iAutomate

Runbook unmapped successfully.

[oK]

Figure 64 - Map Runbooks (Cont.)

To enable the recommendation of relevant runbooks for the incoming tickets, the models build is
required.
To build a model, perform the following steps:
1. On the main menu bar, click Organization.
2. Click Build Models.
The Build Models page appears and lists the available build models with their status, the associated

organization, module, and the runbook tool in a tabular view.
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Build Models

*Date Format - (MM/DD/YYYY hh:mm:ss) in UTC

Organization T Runbook Tool
NA

Queuved Recommend
Model

(+) Inventory NA

Published
Status Last Build Model Type Latest Version Version Action
Vo Vo x (3}

C—B Inventory NA NA Queued Entity Model Vo Vo j{ O
(+) DRYiCE NA NA Queued Entity Model Vo Vo »H
<+) DRYIiCE NA NA Queued Knowledge Vo Vo x O
Ranking Model
G-) DRYIiCE Incident DRYIiCE_RBATool  Queued Recommend Vo Vo x 0
Management Model
(+) DRYICE Incident DRYIiCE_RBATool = Queued Recommendation vo Vo x 1>}
Management Ranking Model
(+) DRYICE Incident NA Queued Recommend Vo Vo x O

Management Model

1-7of 7 items

Figure 65 - Build Models

3. Using this page, a user can build four types of models:
e Entity Model — This model is used to identify the entities (windows, Linux) from
the runbook description and ticket summary.
e Recommendation Model — This model is used to recommend the list of relevant
runbooks based on the ticket summary.
e Recommendation Ranking Model — This model is used to re-rank the list of
recommended runbooks based on the resolution status of past executions.
e Knowledge Ranking Model — This model is used to re-rank the list of relevant
documents based on the user feedback.
A Recommendation Model cannot be created without creating the Entity Model. Also, a

Recommendation Ranking Model cannot be created without the Recommendation
Model.

6.7.1 Build Model

User can build any type of model for an organization by performing the following steps. Here, we have
used Entity model as reference:

1. On the Build Models page, click [*t| next to the organization to build the model.
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Published
Organizatiol u m Runbeokeot Lestiu RN Lalestiesion
NA Vo Vo x 0

(%) DRYICE NA Queued Entity Model

Figure 66 - Build Models

A message confirming the initiation of model build appears.

iAutomate

Build Module Started For: DRYICE - EM

Figure 67 - Build Models (Cont.)

2. The status of the build changes from Queued to Initiate.

Organizatior T | Module Runbook Tool Last Build Wodel Type Remarks ate ion ar :

@ DRYICE A A Initiate 3072021 4:38:23  Entity Model 0 0 ‘)c D
P

Figure 68 - Build Models (Cont.)

3. Once the build is successfully created, the status changes from Initiate to Successful and the

Remarks column is updated.

Organizatior T | Module Runbook Tool Status Last Build Model Type Remarks

@ DRYICE A A, Successful 302021 4:41:02  Entity Maodel Maodel Creation W1 w1
Phd Successiul

Figure 69 - Figure - Build Models (Cont.)

4. Repeat steps (1-3) for model type “Recommendation model” as well for the same organization and

runbook tool.

Copyright © 2021 HCL Technologies Limited 55|Page



@ DRYICE iAutormate

This section covers the procedure for enabling end to end ticket flow — from sourcing the ticket
information from ITSM tool, recommending the relevant runbook based on ticket description and

executing the runbook for automated resolution.

Please ensure that the user has the roles and privileges of Organization Admin and the
valid access credentials.

Follow below steps to test end to end execution of ticket flow.
1. Open iAutomate Web URL and login with Customer Organization Admin
(iautomateuser@iautomate.com) credentials.

2. Go to Environment and click Manage Jobs.

Manage Proxy

Manage SMTP

Manage Parameter Master
Configure Parameater Type
Component Key Value Configuration
Component Logs

User Activity Logs

Manage Jobs

Figure 70 - Manage Jobs

3. Select the jobs mentioned in the below list and click Enable Jobs.

Table 10 - Types of Jobs with their description

Job Name Job Description
CollectincidentsDRYiCE Responsible For Collecting Incidents From ITSM
RunRecommendationDRYiCE Responsible For Recommendation Activity

RunParsingDRYiCE Responsible For Parsing Activity
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Responsible For Deciding If Execution Will Happen In Auto Or
ProcessAutoDRYiCE

Manual Mode.
ExecuteRunbookDRYiCE Responsible For Triggering Runbook Into RBA Layer
ReleaseTicketsDRYiCE Responsible For Releasing Ticket From iAutomate Console.
CreateHistoryAndPopulateFact Responsible for Creating Dashboards

4. All jobs are suffixed with DRYiCE where DRYICE is your Organization Name.

u i ST e W i e

CollectincidentsDRYIiCE DRYIiCE Successful ServiceNow Tool Incident Data Collector

Management

g | Yes RunParsingDRYiCE DRYIiCE Successful ServiceNow Tool Incident Parsing
Management

0O |Yes ProcessAutoDRYiICE DRYIiCE Successful ServiceNow Tool Incident Generic Service
Management

O | Yes ReleaseTicketsDRYICE DRYiCE Successful ServiceNow Tool Incident Release Service
Management

O Yes CreateHistoryAndPopulateFac.. DRYiCE Successful ServiceNow Tool Incident Generic Service
Management

0O | Yes RunRecommendationDRYIiCE DRYiCE Successful ServiceNow Tool Incident iRecommend
Management

O | Yes ExecuteRunbookDRYiCE DRYIiCE Successful ServiceNow Tool Incident RBA Service
Management

Figure 71 - Manage Jobs (cont.)

5. In order to see the tickets landing in iAutomate, first we need to create a ticket in ServiceNow.
Usually this is done automatically in production environments where ServiceNow is integrated with
Monitoring / Event Management tools and auto-ticketing is enabled.

6. Open ServiceNow URL of your organization’s instance. Enter the Username and Password.

7. Create an incident ticket with description “High CPU Utilization on server 1.x.x.x” in SNOW and
populate data in all mandatory fields.

8. Once the ticket is created, login into iAutomate using the Organization Admin User credentials to
see the tickets.

9. Go to Tickets and click Actionable Tickets.
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Tickets Ticket

Actionable Tickets

Auto Execution View

Figure 72 - Actionable Tickets

10. Click All Tickets tab. In this section, you will see all the tickets satisfying the criteria.

Actionable Tickets

Organization * | DRYICE v Module * IM(Incident Management) v
My Tickets All Tickets

3 Tickets 2 Assigned 1 Un-Assigned
TICKET DETAILS Y| INFORMATION RUNBOOK hi
High Cpu utilization on server 1.x.x.x B Guide
High Cpu utilization on server 1.xx.x Select Runbook
o INC0296127 (@ 8/22/2019 10:30 AM [h Related Ticket

Figure 73 - Actionable Tickets (cont.)

11. Click Select Runbook for any ticket in All Tickets tab if you want to trigger the automated resolution.

It will launch a popup window as shown in Figure:
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Summary High Cpu utilization on Server 1.X.xX.x
Description High Cpu utilization on server 1.x.x.x
SELECT RUNBOOK
Cpu_Utilization_linux 9% B v
RUNBOOK DESCRIPTION

give the cpu the utilization of windows server. fetch cpu details. used with cpu utilization of server is high. will be executed when user wants o control cpu utilization of target server

e S

incidentNumber INC0296127
largetName 10.%.%.X
Tenantid DRYIiCEDI

Figure 74 - Pop-Up of automated solution

a. Click the down arrow on any of the runbooks which you think is relevant and all the parameters
will be automatically populated post parsing. You can go ahead and edit the parameters, if
required.

b. After ensuring that the parsed and extracted parameters are correct, click the Execute button
to execute the runbook. The ticket for which execution is in progress will appear in My Tickets
tab.

12. The ticket execution status can be viewed on Logs section available at the bottom as shown in

Figure below:
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Logs
INCO014653 8/12/2019 10:54:28 AM Moved To Manual Mode Org Auto Execution N.. view more
INC0014653 | 0 8/12/2019 10:54:00 AM Move to Assignation Decision | Parsing Completed
INCO014653 0 8112/2019 10:53:59 AM Picked For Parsing Picked for parsing
INC0014652 | 0 8/12/2019 10:53:59 AM Moved To Manual Mode Org Auto Execution N.. view more
INCO014653 0 8/12/2019 10:53:38 AM . Move to Parsing Recommendation Compl.. view more
INC0014652 | 0 8/12/2019 10:53:38 AM .. . .. Move to Assignation Decision = Parsing Completed
INC0014653 0 8/12/2019 10:53:38 AM Picked For Recommendation  Picked for recommend.. view more
INC0014653 0 8/12/2019 10:53:38 AM Picked For Recommendation = Picked for recommend.. view more
INC0014652 0 8/12/2019 10:53:38 AM Picked For Parsing Picked for parsing
INC0014653 | 0 8/12/2019 10:53:09 AM Data Collected Data Collected

< 4 2 | '3 » | »  Showresults perpage | 10 1-10 of 21 items

Figure 75 - Job Logs

13. Please check in your SNOW instance if incident ticket has resolved or not. If it has resolved, then

iAutomate application has solved issue mentioned in ticket description.

For any additional requirements, please refer to the below set of documentation available for iAutomate:

e Introduction Guide

Configuration Guide

e User Guide

e Integration Guide

e Troubleshooting Guide

e Lab Manual
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